
Project Introduction

We are asking for four years of support for PhD student Justin Winkler's work
on a research project entitled "Room temperature single photon source for
secure quantum communication". This project will be carried out at the
Institute of Optics of the University of Rochester, one of the world's best
schools in quantum optics. To prepare for this project, J. Winkler has taken
several advanced quantum optics courses at this University, including a
quantum optics and quantum information laboratory course. J. Winkler is
planning to work in the laboratory of Dr. Lukishova, who will be his PhD thesis
advisor (http://www.optics.rochester.edu/users/lukishov/single-photon-
source.shtml). This proposal is for the creation of a room temperature single
photon source device with photons exhibiting antibunching (all photons are
separated in time). Such a device is a pivotal element in a quantum
communication system. Quantum cryptography allows for the absolutely
secure distribution of cryptographic keys between two parties, ensuring the
security of encrypted communication. The practical realization of quantum
cryptographic schemes has been held back in part due to the difficulty in the
creation of a robust source capable of producing antibunched photons on
demand and at room temperature. In many quantum cryptography systems
currently used, highly attenuated laser sources are used instead of single
photon sources. Attenuated laser light is contaminated with bunches of
multiple photons, and is therefore not secure against photon number splitting
attacks. Antibunched photons are created by focusing a laser beam to excite a
single photon emitter. A single emitter will emit one photon at a time due to
its finite fluorescence lifetime. To create such a device, it is necessary to study
and evaluate a variety of single photon emitters in different hosts, including
colloidal quantum dots, color centers in nanodiamonds, and rare-earth doped
nanocrystals. We will also study how to enhance the fluorescence of these
single emitters using microcavities, photonic crystals, and metamaterials as
hosts. The geometry of microcavities will be used to give the emitted photons
a definite polarization, which is necessary to increase the efficiency of
quantum cryptography systems. This project's long term goal is the creation of
a compact and efficient room-temperature single photon source device. Study
of these materials will be accomplished using confocal fluorescence microscopy
along with a Hanbury Brown and Twiss setup. J. Winkler has already begun
research on this project, where he has observed antibunched photons emitted
from single colloidal quantum dots in a chiral liquid crystal photonic bandgap
microcavity. J. Winkler has also carried out spectral measurements of single
colloidal quantum dots in these microcavities. This research is of unique
interest to NASA because of the potential of extending quantum
communication to a space environment and allowing for absolutely secure
communication on the global scale. A relevant project on quantum
communication in space is being performed by Zeilinger's group at the
University of Vienna, Austria, and is supported by the European Space Agency.
Researchers from this group have sent photons to an orbiting satellite and
subsequently observed photons that are reflected from the satellite in a
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manner meant to mimic a single photon source. This experiment serves to
demonstrate the feasibility of establishing a single photon quantum link
between Earth and Space. We believe that this research is of interest of Dr.
Sean Spillane, the NASA Ames Quantum Laboratory Experimental Lead
(http://www.nasa.gov/centers/Ames/research/qpl/spillane-index.html).
Quantum communications technology area is included in NASA Communication
and Navigation Systems Roadmap, November 2010, page TAO5-21.

Anticipated Benefits

Such a device is a pivotal element in a quantum communication system.
Quantum cryptography allows for the absolutely secure distribution of
cryptographic keys between two parties, ensuring the security of encrypted
communication.
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